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Resilience
“The capacity to withstand or recover

quickly from difficulties”




Agenda

I 01. Fraud: Recognising and Responding to Fraud

I 02. Outsourcing: Improving governance in the outsourcing framework

I 03. Liquidity: Understanding liquidity components and developing liquidity KPls
I 04. Conclusion
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Fraud




Some fraud stats

Case type 2023 2024  Proportion (36) 2023 Proportion (%) 2024 Volume change % Change
Asset conversion 670 730 0% 0% 60 9%
False application 19820 21708 5% 5% 1888 1036

False insurance claim 453 B44 0% 0% 191 42%%
Facility takeover 4209 14256 1% 18% 32165 763
identity fraud 237682 249417 6456 509 N735 5%
Misuse of facility 13444 14247 20% 18% B03 1%

374160 421002

Source - Cifas




Some fraud stats

Source — ECB report on
Payment Fraud

39% value non-
remote card
fraud using

lost/stolen cards

82% - remote
card fraud value

€4.3bin 2022 /
€2b in H1 2023

Avg Value
€1,835

7.31m card
transactions

Credit
Transfers/Card
Payments




Some fraud stats

OUR STUDY COVERED

138 CFEs estimate that

Source — Association of f COUNTRIES and organizations LOSE
Certified Fraud Examiners : TEER'TOR'ES ——~ | $145,000

AVERAGE LOSS
PER CASE

$1.7 MILLION

Causing total losses of more than
S

$31BILLION | —

A TYPICAL FRAUD CASE
lasts 12 MONTHS
* before detection

The presence of anti-fraud controls
is associated with More THAN HALF of cases

AND

occurred due to:

Lack of internal controls

LOWER GUICKER Owerride of existing controls

fraud losses fraud detection



Some fraud stats

53% of
respondents
believe Generative
Al will lead to more
identification fraud

Source — GBG Global Fraud
Report

Q. With the evolution of Generative Al in identity
verification and financial fraud, what specific vector do
you see being most threatening?

Fraud vector % of respondents who
believe this is most

threatening

Generative Al as a tool to create more 27 %

convincing synthetic identities

Increased accuracy of fake |D documents 26%
generated by Al

Generative Al's influence on phishing & 26%
smishing

Use of generative Al to create deep fakes 21%0




Some fraud stats

RBK’s survey
shows 57% of
respondents
experienced loss
due to fraud

Have you experienced a loss due
to fraud?




Types of Fraud

& Embezzlement, money laundering, false billing, or tax evasion
® .

/ N
/ fﬂg%\ ) Unauthorized use of someone’s personal information for financial
/) gain

Phishing, hacking, fake e-commerce websites, and investment
) scams




Recognising Fraud

- N b 1ransactions s ~ pamm 1ransparency
» Discrepancies » Passwords

between reported * PINs

and actual  Very high or low . . « Hesitation
* Misalignment with Sensitive data » Refusal

spending patterns

* Vagueness

W Financial N Y W Information N Y
Records Requests

RBK




How to Respond

) 4

Review and
learn
Strengthen
controls

Take
corrective
action

‘ Contain

damage
Confirm the
fraud is real

y
‘ Internal
: tlaatl
‘ Report investigation



Preventing Future Fraud

Policy

Review and
update

— Speaking out

Operations

7

Segregation of
Duties

N\

\

Authorisation
and Approvals

J

7

Transaction
Monitoring

N\

Training

7

|| Early Warning

Signs

N\

Fraudulent
Document
Recognition

J

|| Look back and

Learn

N\

Fraud

Response
Plan

Document
based on
previous
learnings

Test for mock
incidents




Outsourcing




The RBK Survey

100%

75%

50%

25%

0%

How often do you do
performance reviews of your
outsourced providers?

81%

177

2%

Annually Ongoing Quarterly

O 51% of the Credit Unions survey do

not think they have appropriate KPI's
to measure the performance of their
critical and important outsourcing
arrangement.

83% have considered BCP and
Cyber Resilience in the performance
reviews of their outsourced
providers.

Only 32% of respondents provide
the output of performance reviews to
the service providers.

RBK



Are you happy that
your outsourcing
framework is
sufficiently robust?




Outsourcing Framework

TOday the G Outsourcing
. overnance Register
focus is on
Performance
Reviews

Performance Service Level
Reviews Agreements




Monitoring Programme

“Regulated firms are expected to put in
place appropriate mechanisms to
oversee, monitor, and assess the

appropriateness and performance of
their outsourced arrangements.

Such mechanisms will generally be
executed by the first line of defence
with oversight by the second line”




How Often?

Prior to

Initial Periodically Contract
Renewal

10 main
requirements

Financial
Soundness

16 additional
requirements

Review of due
diligence

Annually for
critical/important

BCP
arrangements




Initial Due Diligence — 10 Requirements

Business Model, . Existing . Influence of Any . Data Protection

Ownership & . A : .
Financial Health Relationships Parent Entity Compliance

\ 4

Financial ‘ Reputation & ‘ Capacity to ‘ ALl?t?\%Lr!iI:ta?irgn /
Performance Litigation Evolve Supervision
. Risk
Conflicts of
Interest . Management — IT

& Cybersecurity




Initial Due Diligence — 16 Additional Requirements

|. Substitutability

. Concentration

Adherence to
recognised
standards

Flexibility of Service
Level Agreement

Compatibility to

. Managerial Skills to

. Use of sub-

outsourcing

. Reliance on and
Control over sub-

Appetite

| future strategy | manage the OSP | | contractors
Inci : . 1 . Cross border
| ncident Reporting | Insurance cover | Resilience measures | activities
: : Alignment with :
. N Service delivery — . L D . Strength of risk
| Termination Credit Union’s Risk | management

| normal and stressed

RBK




Monitoring and Performance Challenges

L&VEL'S OP Top Issues:
p / #’ CU L'TY 1) Substitutability and concentration;

2) ldentification of “sub-outsourcing’;

3) Risk Management: BCP & Operational

resilience arrangements

4) Third Party certification packs




Substitutability and Concentration Risk

Loss from lack of diversification

Loss from lack of alternatives




Substitutability and Concentration Risk

1) Sector wide risk due to small number of suppliers

2) A formal acknowledgement should be documented

3) Consider this as part of the initial and ongoing due diligence

4) Complete an overarching outsourcing risk assessment to look at the risk

5) Keep under review as part of the regular SLA reviews

RBK



Sub-outsourcing issues

1) Not defining the overall risk appetite for the use of sub-processors
2) The use of sub-processing is not identified for existing arrangements
3) New arrangements should confirm the use of sub-processors

4) How the main contractor oversees the sub-processor

5) How the credit union concludes on the performance reviews where sub-processors are

used

RBK



Risk Management

OSPs need to demonstrate that they have the following:
1) BCP plan — with appropriate resources to meet the credit unions needs
2) Testing — plan is update to date and is tested regularly
3) Remediation — that any issues are resolved
4) That it includes any sub-processors
5) That there are appropriate operational resilience measures

6) That there is an appropriate crisis communication and escalation plans

RBK



Third Party Certification

= OSP provides a self-certification or User Groups engages a third party to do a

review

= Cannot simply rely on these:
v" Document the circumstance in which you are happy to rely on them
v Consider what is included — do your own procedures require more evidence
v Consider the skill set of the third party providing the assurance
v Consider in-house skills and experience to critically examine what is provided

v Be satisfied that the terms of your SLA are being met

RBK






“Liquidity is about having
confidence in your ability to meet the
unexpected. It turns financial
resilience into operational stability”

Anon




How frequently do
you monitor your
credit unions
liguidity position?




Definition and Regulatory Requirement

Definition:
the ease and speed with which an asset can be converted into cash without a significant

loss in value

Section 85:
“A credit union shall at all times keep a proportion of its total assets in liquid form
(hereinafter referred to as "liquid assets”), being such a proportion and having such a

composition as to enable the credit union to meet its liabilities as they arise”

RBK



How much liquidity?

» Sort term liquidity of 8 days or less

» Core liquidity for all credit unions

» Where gross loans in excess of 5 years to maturity are
over 20% but less than 25% of the gross loan book

» Where gross loans in excess of 5 years to maturity are
over 25% but less than 29% of the gross loan book

» Where gross loans in excess of 5 years to maturity are
over 29% of the gross loan book

RBK




Key Components of Liquidity

2.

3.

Share Member Deposits

Growth/Retention




Liquidity components

= As longer term lending increases so too does the
liquidity requirement

= Lending team need to be aware of liquidity buffer
when issuing long term loans

= Lending projections should be reviewed against
actual regularly

= Lending pipeline should be monitored

RBK



Liquidity components

= Sector is seeing a slow and steady uptick in savings

= This creates additional liquidity requirements

2.

Share = Impact of ongoing or reinstatement of share caps

growth/retention = Trade off — share retention v growth and impact on

reserves and liquidity




Liquidity components

\ = Attached for purposes of liquidity

= Can encourage member retention without impacting
3.

Member Deposits

-

liquidity
= Wider part of ALM management

RBK



Liquidity components

= Additional liquidity from certain investment products
v Discount by 10% for products between 90 days and 12

months
v Discount by 30% for products between 1 year and 5 years

v Discount by 50% over 5 years

= \Watch maturities to maximise discount

= Review investment strategy to maximise return and

liquidity

RBK



Liquidity Monitoring

Regulations specify

A credit union shall monitor its liquidity ratio on a continuous basis




Liquidity Monitoring

Weekly Monthly

 Loans outstanding
by duration

« Unattached shares

* Lending pipeline

« 30 day investment
maturities

* Liquidity ratio




Liquidity KPls

Projected
Liquidity

Loans to
Shares

Regulatory
Ratios

Liquidity KPIs

Withdrawal
rate

Liquidity
Buffer
€

Funding
oncentration




Concluding Comments

Today is about building resilience

Complete a health-check to assess

the robustness of the areas covered

Create forward looking frameworks to

identify future and potential issues

Complete look-back and learn

exercises to improve future resilience



” Please Put
‘ Questions In

Menti-Meter for
Panel Discussion

e

RBK
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Thank you

@RBK
Ed @rekca

{3 erex
E www.rbk.ie

Michelle O’'Donoghue

Partner

+353 87 8337706

Disclaimer

While every effort has been made to ensure the accuracy of information within this
publication'is correct at the time of going to print, RBK do not accept any responsibility for
any errors, omissions or misinformation whatsoever in this publication and shall have no
liability whatsoever. The information contained in this publication is not intended to be an
advice on any particular matter. No reader should act on the basis of any matter contained
in this publication without appropriate professional advice.
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